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(54) IC CREDIT CARD AND IC CARD TERMINAL 

(57) Abstract: 

PURPOSE: To dispense with the check of the legality of 
an user by a center at the time of receiving service. 

CONSTITUTION: At the time of issueing an IC card 2. a 
registration number Nt assigned at every user, a set 
number Ns for setting a password number use. a digital 
signature SA2 (Ns) prepared by the master key of an 
issuer and the digital signature SA1{Nt*SA1(Ns)} 
prepared by the master key with SA2 (Ns) and Nt are 
stored in the EEPROM of the IC card 2. At the time of 
registering the password number Nc, the legality of the 
user is checked and verified with the IC card 2 by 
communication with an IC card terminal 1 by Ns known 
only to the user By inserting the IC card 2, Nt, SA2 
and SA1 are transmitted to the terminal 1 and the 
terminal 1 verifies SA1 by an open key nA, checks the 
legality of Nt and when it is correct, let the password 
number be inputted. When the user inputs Nc', the IC 
card 2 compares it with Nc of the inside and transmits 
authentication to the terminal 1 in the case of 
coincidence and when it is received, the terminal 1 
permits the user to receive the service. 
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(54) mm(O^Wi lCi7\^i^vh i}~ h'Rlf I C*- KSS* 


(57) [Sl*^l «*IE*) 

ims^} I c K 2 5l^T0^^. fijffi^r t Kmnn 
t X »^T#<o-^;^^ii-eN s icf^^bfcf's^^iJ'/i'SiS s 

A2 (Ns) SA2 (Ns) i N t {C-^;^cJ'li-ef^ 
figbfcT'i^^/l'S^SAl (Nt*SAl (Ns) ) t 
§r I C*— K2<OEEPROMJC|StftLTi3<, RtliE# 

iE^ttSr I C*-KfiS*l t ti-CI C*-K2 

■C^ij/^^iEi-So I C*— K2cOffA-C. Nt. S 
A2. SAl;dS«g*l'-Sie>ix, »*^M«n A-C 

SAlSr^^liEL. N t ©]E^'l4Sr^a:s/:J' jELtttb 
«BtIiE#-§-SrA;^$*So ?lJffl#<ONc' A;^-^> IC 
K 2 jif^gpcoN c t JttJ L. — S•r^^«^i^E•^^^Srffi 
5fe 1 '^Sl •) 1 itvS-Sit S t ^1Jffl#^c■^^- if ;^ =^ 
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[ft 1 1 mm^^o^&-r^tcib(o^mm-^^ t . 

A?SrIE«i-rS ttiiiz.^ BttiE#-f-N c ^B^-t?>tcib(0 

WSW.IC:it!~ K«S5^d>P>gffl Lfcfg^#-^N s ' t fiFlS 

RtIiES-i-S®^(c. WIS I C*- K«S**»^BtliES-^N 
c , ^©HtBES-^N c tr-&tf««(c*f-r5trlS I C;&- 
Kffi5S^c J: ^7'i^^'>'V'S« ST, StlB I C*- K^*© 

;^piMW(c. Mia I c*- i^mmt^^^rnvtcm 

iES-f-Nc' tftflB^^ytcfBlitbrVNSBtiiES^Nc 

«:*#-r-5 I Ci^ vi^?/ h* - K. 

fc«><D«g5l5|ipT, qT^Sr|S®Lfc;<^y 

n A-CME S:ft bfc^#-§-N t dSjE bltHliBtK 

tirlEA:/j#S*>e>A;^^^ttfclS^#-§-N s ' SrMIS I C 

BtII#^<OA;^*sS5i$^^fc t # , StriEA;^^lftd^e> A 
;^$nfcB&|iE»-^Nc' SrWIBI C*-K»cjg|m-t-S# 
Si:, 

^SrAllbfc I C*-KS{g*. 
lO 0 0 1 ] 
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#dS|fAi-S::i:(cJ;tJi^-tf;^(Dti#tSrS»t, ^(O^ 
— c;^^c-ov^Tmlc)|sf^(om^SrS»tSJ;5^-Ufc I c 

[0 0 0 21 

10 ^dsy-r-V/i-SSf^J^itJlE^S-^/iir^rA;^!-. A;^^ 

to 0 0 31 
to 0 0 41 

^ S ASrIBSk-rs t i: RtliE#-g-N c Sri5«i-r5fc 
«><Op< t. ffiIIBlE®#-8-N t , mW.y'i^-f/um^ S 
ASr I C*— KiSTfe^i^-rs^at, MIE I C;&— K 

30 TV^SfaS#-§-N s i:(OJtt5ESrffV\ — ifcbfet 

J: S T'i^iJ' /w*^ S T , SGIE I C * — KJS^coiffiT^ 
tiI|Sffl5S4^tHlinT-e^iiEb. Ebv^^^c©;^<^miB;< 

^ y vtimmm-B-N c ^sriB^-r t , if 

;^PB/t6tir(r, tflfE l C*- Kffi*d^e>Sftb;feBttiE#-§- 
Nc' i:ttrlBj<^y ^ciSSitbTV^SBt!iE#■^Nc irOit 
40 tSSrfrV^, — g:b;rct§:t^2<DMIiES^SrtfIIBI C* — 

to 0 0 51 ::<^>^egi;:iJ;S I c*— Kffi5^tt, y'i^^ 

TSrlE^bfc^^y SWbfcT'i^^/v^iSSASrM 
|S<2;M«tn A-e«||iEb, §^tbfclS®#-§-N t idSHbIt 

Xti $ ^^fcS®#-^N t ' t bfclS®#-^N t h (O 
50 it$!ESr=fTVV -i6:bfci:#K3£#-§-<OA;^Sr*i*-r5^ 
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Wit. A;^^^*^P>A;^$nfc^^#-^N s' Sr I C* 
Nc<^-&tPlf#lC*rLTtai5^*|ipT. qTSrfflV^T 

T'i?^ s T ^wm-r^^Wi t . tfiiEatiiE##N 
c. tfrlEy^i^^/l'S^ST. *fllE«*i2rM«inT=S:WIS 

lEI C*-Kl;i2Ht-r5^^ix MIEI C*— K*^e>^ 

[0 0 0 6] 

mz. I C*- Kt lE-f-) . I C*- mJfeSr^fttbfi, 
;^ LfcBtliE#-^t;: J; •) , *iJffl*©ESttSr I C;;^?- Kt? 

[0 0 0 71 

[*iSM] !!k(c|g|Sr#fi8{;cLr|f*9lS.tJ«2(D^M© 

TJ! I C*— Kfig*^S®ffl$ixS I Ci^uV^y h*— Kv' 
;^7^A«^^J?lr*-t-, I C*— Kffi* 1 I C*- K2 

I C;<7-K2oa»»-^i:ffJffii|sf:&Sr^^y{cS;tT*5 

[00081 iii2«ic*- 1 <o\H^m^i:^-r 

gi5©ROMtclB4ibTV>Si: i: IHf ^J^fifSrf^gp 

Mb. -fei/^^e/O^PsSmbTRAMlclEM^bTfcJ; 
<. I C;<;-Kffi*§!!jg^{;:iF'«)ffiSbTt><tv>. ic 
K2 tx-^cO-^t)i;«?<S:=fT5 I C*— Ky— ^7 
-I'iJ'^Pl 2. lltiiE#-^cD^«|k=^m^-rSSIf^#i5'V, y 
-^•lr/W3J<^>';icif*^b^j:-5aif^A;^«Pi 3, 

^j:?>m^^ 1 4 SO!iireiHl8& 1 5 HMm^ 1 
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[0 0 0 91 mstil C*— K2(Drtg|J«^Sr^^-rgl-e 

K-IEtft^tb. CPU6 3tt!7— Tt bTRAM 
6 2 SrfiJffl br-f-^TcD^iJ® iSTfrv*, g| 2 bfc I C 

KC*1©I C*— Ky— 2 toiift 
liiiftase stci "j^^e 6^^:^hbT=fTi3ttSo ^# 

t^;e#-^. y'v?i5'/wS^|* I C*- K2<^^ff^|c 

10 PROM6 4{;i|SS|t$ixTV^S„ 

[0 0 1 01 mAumm^a^ i c*— m*i sr^or 

fcSo I C*— K2COEEPROM6 4<:O^S3^y T 

s , -^ErOtg^S-i-N s ^c*^br^^f««W>^<5'«i{;lJ;o 
T#^b:fc^2(07'i?<5'>'W^^SA2 (Ns) . ^®:# 
-^N t*5j;t;!^2®-7'v';5'/WSigSA2 (N s ) IC^fb 
T^=fT#dW;^ J; o rf^^ bfc^ 1 <D7*v?i5'/W^ 

20 iSSAl (Nt*SA2 (Ns)) *slE®:$nrVN5o 
^<Dm»<r>mzfB2<Dy^i?-Sf/um^SA2 (Ns) Sr<2r 

HSin A-ctgiibTts:^##N s (njE^ji^mm-r^ ^ 

RAM(O^S053:y rtd, tfTlB^^^i^Sif;: J:oT-f^^$ 

mpT^ q T . tfllE I C * — Kffi**Sf^^ htcy'i^^/U 

5o T^v'^S'/VS^i: bTf*. -ptj^ti TNTT R&DVo 
30 1.40 No. 5 P. 687~696 (1991) J ^cS«$tuTV^SE 

s I Gi<!^^m-r^:iti>^-c^?,o 

[ 0 0 1 1 1 mm^Tii I C*— K 2 Sri C;*— K^* 1 
©I C*— Ky—^^'fiS'^asi 2{cJfA-r-5i:. I C* 
- K 2 *^P> I C*- K«S* 1 lcSg!:#-§-N t . ^ 2 
i?^/U*iSSA2 (Ns) . ^1 Oxi^^/l^-^-S A 1 

(Nt*SA2 (Ns) ) «Sig|^t$4^^„ IC*-m 
* 1 »±^;^^4itMSin AlCX'omi (D'ri^if/Pm^ S A 

2®7'i?^/V^SA205tfe|iEfc!fTV\ rH<^jE^tt't. 
40 nm-rZ t-^ OJEmz^J:?>c Ea•C*V^tflJ»fbfc# 

E^-cifosi:NsiMbfc»^jcri "mmm^<^7<ti" 

^i:1-5o :::i-e. BtliE#-§-SrA;^JbTt. I C*- K2 
50 K2'^BfIiE#-§-^^^?^^l^tb. I C*— K2'^BifIiE 



I C*— K2d^e>S^tUfcS®#-§-N t tOJiitSE^rff 

3IeI(DA:^)^t— i6:b^£V^«-g-^ct*, ^E^ffit^MU 

(Ji YiMfm 1 4 "^S*-^ y W -^/Wb T < fc $ V ^" 10 
t *iJffl#t;ifS3e#-^©A;^J Sr^e-To 
[0012] fUffl^-^Ssy-f-y/Kc J; |S^#-^N s ' 
Atl-r?>t. I C*-KC*lJiI C*— K2'^^S# 
■^Ns' *i^-t-5. I C;*-K2«:g«U^tK^## 
Ns' ittlB^^y ^e:^^^)|ES|^UTV^S^^#-^N s 

I c*- 1 i^wm^&m-^<o 

^lEmm tmWih I C*- K2 SraSSPUT^aSTf 20 
Jt-f'So C*— K2«^iiEOK 

1 (O^EEil^P) Sr I C * - K«g* 1 '^ilHt-r -So I C * 
- KiS* 1 14K "BSSES-^Sry-r ■^'/I'Ur < 
;r^$v^'• t^^b, fiJffl#(cHtliE#-^(OA:*Sr{E-ro *iJ 
ffl*dsy-f -Y/Uci •) HtiiE#-^N c SrA;^-t-5 t , I C 

Kffi*l«BfliE#-§-Nc{C*fL.T4g*lipT. qT 
KX.^f-^^fVm^ST (Nc) Srf^J^KL. IC*— K 

2 lCBt|iE#-^N c 1 1 1i Ky'i^^A'm^ ST (N c ) i3 
J;t;!«*<2;Mlin TSr^m-r-So I C:fj— K2 
K^inT^c:i^^7'i^^/^*:^SST (Nc) (0^fe|iE^Sr^T 30 

■5 CI t :eiS^^||iE-C# fc»^{C{4BtItE»-^N c >£-R AM 6 2 

[00131 ±IB©*!ia^C*5V^T. ^^#-f-N s O^^BE 
Sri C*— K2-c^f5J:5^-bTV^.5:S5^ 
-^N t Sr I C;&- 1 '^iHHt-f-.S t # {c^3e#-§-N 

Jc«18^#-^N s ^:v^5flfeA^c«^^^^TI*Jif>/j:v^^t 
#-6S I C;*— K2;!)»^)3llfi$n-5fc«>-fe^^y7^^ tV^ 40 

m'^<o^^^;vmz. 3lHl<oA;^^t-S:L/iV^®^lc 
I*, ^E;*-K-efe5SS: I C;*-K2jcfEfi^-t-5rt 

[00141 El 5 »ifljffl*i5 I C*— K 2 SrffioT I C 

■5E|-Cfc^o I C*— K2<DRAM6 2{C(4Bt|iE#-^N 
c *s|B®^?i^TV^5, fiJffl**5 1 C*— K 2 I C:&— 

K^5Sio3 1 c*-Ky— iJ^^'f ;?gei 2(;:#A-r-5 so 
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t. f5 2ro7^i^iJ'/UWi&SA2 (Ns) . ^ 1 <07'-:;?i5' 
/V^^feSAl (Nt*SA2 (Ns) ) ;6S3llft^tl,-5. 

I C*- K«*l {*^;^i5'^MSinAtCj: l3 7'v?i5'/l'S 
^ s A 1 w*^|i^;fTV>. SfikS-^N t wjES<4^iHiJ»r-r 

So Z.(Om'^^m2<Oy"J^^;vm'^<DlE^'&^W^\.tc 
IE^-e^iV^fc^pJ»rLfc®-g•{cH: I C*- K2 

"B&|iE#^(DA;^" Srit^-rSiiiBSr^S^lasi 4{c* 

-ff^it-, I C*— K2l^-e^<©I^S|5t;i|H4tbTfe.5HtiiE 
#-^N c t (DJttSjyiSfirfc'tt-So — Scb^Srv^J^^tcj* i c 

K 2 d^fc I C:^7- Kffi* 1 '^^BE:^— i5:il*P*Sjjim 
$ ti.. I C * - Kffi* 1 ttSap«iE#-§-© A;^3 <^{E-r» 
«>ij;tff3lil<oA;^3^fc— i6:L/iv^J^lc^i. ^lE^mh 
mWW^X I C;*-K2SriSSPbr*!iSSrcfjt-r'5„ 
[0 0 151 — ifcbfc^lCtt I C*— K2Ji^|iEOK 

2 ©^EEii^) Sr I C 1 '^j^'T I 

^:^g|5 1 4 b. ^S<o-»h— t';:^ Sr^tr-T-S, ■CT^ 
#:d5^co-!^-e'>^fiJ«Sri^T-r5 IC;«;— KSSg*l 

■p!i;t«i me^cosd'a-oisfr&wa-fe^-'i'' 3{c 

[0 0 161 06J*r(D%?g<Ote(©3feJ£«aj^;^L, fijffi 
#;55 1 C Kffi5fe lSr'Cfe-3TIC*-K2 tcBtliE## 
&»®-rSSIf^Srlft?gi-50-e*>S„ IC;&— K2<DE 
EPROM6 4JC{iN t > Ns, SA2 (Ns) . SA 
1 (Nt*SA2 (Ns) ) *SfHS|i$^^-CV^5ftk^C, I 
C* - K 2 t^7''J^f\-m^ ^i¥^-r^tcify<0:b— Klip 
U*5j;0!qU, I C:&— K>6Sf^^b)t7'v'i5'/W^S-«l 
IEi-.5ifci*0;>(7- K^HIinUt>l5g^S^^-CV^?>„ * 
Jt, I C*-K 2*5 J: I C*-K«S5|c SL^^ 

-^N c S-A;^?^^ i , I C;&— K«S5^nm»RSr^ 
I C*-K2'-a^RS-5l«i--5o IC*-K2«: 
SLI^XSr^L. SmLfcSLSi:R*3J:0!*^U;/ta^X 
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(R*X) §r#^L. ft^Lfcr'i^iJ'yl'Si&SU (R * 
X) t t1>»c:a^x*5j:o:*-K<^M«inUSr I C*- 

[0 0 17] 1 C*-K!ffl*ll*S«Lfc*-K<2fMSi 

tSr^liE-rSi:^ SL^Ri3J;t/X. BtiiE#-^N 

(R*X*Nc) Srf^fiKL. f^^Lfc7*i?^/V'*iSST 
(R*X*Nc) i t t>J-«S*^MSinT, BffffE#-§-N 
cSrI C;{;— K2--5^-t-5o I C:f}— V 2\tS:mvti 
iS*^PBStnT(c<tl9 7^v?^/V'S^8ST-Sr<feBEL. IC 
1 *SjES!Sffl#-C*>5 i t tr^ll-rs tkh 
J^BtliE#-^® jE^ttSr^tE R&liE#-^N c R AM 6 

[00 1 8j m? \^:i<o^m<^i&<omMm^^i^. me 

TUieg bfc I c;*7- K 2 *3 it;! I c*- 1 i •) 
#^5 1 C;«7-K2&IC:«7-K«S*l'^ifAU SSt? 

-Kffl3Slimi^RS:^Us I C*-K2'-.SLI»Rv 
X05Bt!iE#-§-N c ' S:3Hfi-5o IC*-K2«§ftb 
/cRtIiE#-^Nc' tp<^!;^ClSg^L•rv^SHtiiE#-f■Nc 
t©Jt«Sr=fTV\ -SbTV^i^tf^L|»:XS^^fi£b. S« 
UfciL^R*3 J: t^^fe^ Ufcai^X J;:*f LT*- K» p 
U, qUJCifJxv'cJ'/WSi&SU (R*X) ?^f^fifeU, 
■tcOftfifeUfcxi^^/WW^SSU (R*X) ttfcjca^ 
XSSit;!*- K^^MSin U^Sr I C;^7- 1 -^j^imi- 

•) S« Lfcx i^iS'/vS^ S U !£r«liE I C *— K 2 

Ifx^Sj^Ti-St, flJffl#^^#^-t-SS##-^N t . fij 

[0 0 1 9] ±iH<D|ftBgi;:*3VNT, IC*-K2Sr#^ 

N'>^^|i(;iJ:«)f^^L/c7'v'^/i'WiSSA (IDU) t 
I C;?7— K2 0%tf^<CEEPROM6 4|;ifBSil!bT 
*3#, I CA-K2Sr I C*— KfflJ^llcffAUfci: 

iE^#-§-N t t i t>(c*- K#-^ I DU. "ri^^ji- 
m^ZSA (IDU) SrilHtb, -^;^^5'^HSilcj:oTS 
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■r s J; 5 Km^-rtitt. i c*- k 2 <K>m^^£ iftc^f^ 

- m*l 1:1:^7 S'^^y^ hi: UT^®i- .So I C;& — 
K«*1«:I C*-K2:iSlfA$nfci#*-K»-f-I 

Duty'^s/jj' y ;^ htsrite5-r2.o — a-r-s I c:^7— 
10 tt^-^^^o 

[00 2 0] I C*— K2(OEE PROM6 4{;i 

P#1f^SrfBli:LTi3t, I C*- K 2 I C*- Fffi 

t {;iJ: 9 I C;<7- F 2 <0&.mn^t:mm-r?> J: 5 
i-tHi^^«B|5B##o I C*— K2 t-r-Sr tz>ST?§: 

[0 0 2 1] $P>(c:, I C*— K2^<J:U!I C;«7— K4S 

20 *5j:T^-^'fb<DfcJ?)0*ilCO|iS-;<^y (C|E®tLT*3< 

[0 0 2 2] 

[^5^03^*1 .IW^MJ^ J:-5 I C*- Ki: I C*— K 
m^t^m^hivtS. I C;*-Ki: I C;(7-KC*i;<D 

lE^'tt^. I C*- KSS*«r^bT I C;<7— Kt?it^lliE-t- 

J: t)lE®#-i-»«||iES:ff 5 J; 5 ic^^LT 
V>5fc». 'e?!Ix.teAcOS®#-f-Sr*n»)#Tt7'i^i5'/V* 

40 [l2IBWfla:^;i:IffiMl 

[01] r»^ig©IC*-h\ IC*-K!«*Srffiffl 

[EI 2] CKO^e^fCiS I C*— K«g3^CDltfig^JSr*-r 
[03] ro^egiiiS I C;<7— K(D^f!g^JS::^-r:;^n 

3'^ So 

[04] i<O^Mt-J:5 I C*— Ki: I C;&— K«S*i: 
50 ^IMSr^-rSo 
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